IHamaTKa 0 coco0ax COUAIbHOM NHKEHEPUH U HEOOX0IMMBIX Mepax
0€e301MacHOCTH

ConmanbHas WHXEHEpUS WU «aTaka Ha 4YeJOBEKa» — 3TO COBOKYIHOCTb
NICUXOJIOTHYECKUX U COLIMOJIOTMYECKUX MPUEMOB, METOJOB M TEXHOJIOTUH, KOTOPHIE
MO3BOJIAIOT MOJIYYUTh AOCTYN K KOHPHUIECHIIMATHHON HHPOPMAIUH.

KubepnpecTynHuku Bce Yalle MCMOJB3YIOT METOAbI COLMATBbHON HMHXKEHEPHUU
JUTS IPOHUKHOBEHUS B UH(PPACTPYKTYpy OpraHU3alMU MIPH 11eNeBoil arake. CoriacHo
CTaTUCTUKE, KOJIMYECTBO aTaK C MCIOJIb30BAHMEM COLMAIBHON HHKeHepuu B 2021
rojty Bbipocao Ha 216%. 3110yMbINUIEHHUKHY, TPEANPUHAMAS TONBITKH HAUTH JOCTYI

K CUCTEME WJIM LEHHBIM JAHHBIM, UCIOJIB3YIOT CaMO€ ySI3BUMOE 3B€HO — YEeJIOBEKa.
[TpocToii mpumep — TenedoHHBIN 3BOHOK, T/I¢ MPECTYIMHUK BbIIAET ce0s 32 KOTO-TO
JPYroro, MbITasiCh Y3HaTh y aOOHEHTa KOH(PHUICHINANIbHYIO0 HH(POpMAIIMIO, UTpasi Ha
YyBCTBAaX Ye€JIOBEKa, OOMaHbIBas WM HIaHTaXupys ero. K coxaneHuio, MHOTHe
OPOAODKAIOT TMOMAAaThcsl HAa TaKWe JIOBYIIKA W JOBEPUYHMBO PaCCKa3bIBAIOT
COLIMATIbHBIM XaKepaM BCE, UTO UM HY>KHO.

YenoBeueckuil (HakTOp MO-MPEKHEMY OCTAETCS CIAaObIM 3BEHOM B JIO0OI
CHUCTEME 3alllUThl, MO3TOMY CETOAHs KaKk HHUKOTJa BO3pPacTaeT MOTPeOHOCTH B
00y4eHNHU COTPYTHUKOB OCHOBaM MH(GOPMAIITMOHHON 0€30M1aCHOCTH.

Taxxe CTOUT OTMETHTH, YTO Ha TEKYUIMH MOMEHT COLMajbHas WHXKEHEepus
yCTaHOBUJIA MPOYHYIO CBSI3b C KHOEPIPECTYIMHOCTHIO,

Paccmorpum camble onyJIApHbIe METOABI COMATBHOM HHIKEHEPHHU

Tax Ha3biBaeMasi «ATaka Ha 4YEJIOBEKa» MOXKET MPOU3BOJIUTHCSA 10 MHOIUM
CLEHAapusM, HO CYIIECTBYET HECKOJbKO Haubosee pacnpoCTpaHEHHBIX TEXHUK
padoThI 3T0YMBIIITIEHHUKOB.

dumuHr
OCHO6HOU VNOD HA HEeBHUMAMENIbHOCTb.
Meton cOopa MOIB30BATENBCKUX JTAHHBIX IS aBTOPHU3AIUU — OOBIYHO 3TO

MacCOBBIE PACCBUIKM CIlaMa [0 3JIEKTPOHHOM moure. B KiaccMyeckoMm creHapHuu
HA [IOYTY JKEPTBbl NPUXOAUT MOAJNEIBHOE IHUCbMO OT KaKOW-TO W3BECTHOM
OpraHu3aluy ¢ MPOChOO MEPENTH MO CCHUIKE U aBTOPU30BATHCS (BBOJ KOMOMHAIIUU
jgoruH/maponb). YToObl BBI3BaTH OOJBIIE JOBEpUSA, MOIIEHHUKUA MPHUIYMBIBAIOT
CepbE3HBIE MPUYMHBI JIs IEPEXOA MO CChUIKE: HAPUMEpP, IPOCAT MOTEHIUATBHYIO
XKEpPTBY OOHOBUTH MapoJib WJIA BBECTH pPa3jIMYHOTO poOJia IEPCOHATBHYIO
unpopmaruio (PO, Homep TenedoHa, T0KHOCTD U T.1I.).

Tposin

OcHO6HOT YNOp HA HeBHUMAMeNbHOCHb, 008epue.

Bupyc He 3ps nmony4usn cBo€ Ha3BaHUE M0 MPUHIMITY padOThI TPOSHCKOTO KOHS
u3 aIpeBHerpeueckoro muda. TolbKO NPUMAHKOM 371eCh CTaHOBUTCS email-
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coo011eHne, KOTOpoe MpHU KIACCHUYECKOM CIEHApUU MOIIEHHUKOB 00€IaeT ObICTPYIO
npuObLIb, BBIMTPHIINI WIH APYTUE «30J0ThIE€ TOPbI» — HO B PE3yJbTaTe YEIOBEK
IIOJIy4aeT BUPYC, C NOMOIIBIO KOTOPOIO 3JO0YMBILIIJIEHHUKMA KpaayT €ro JaHHBIE.
JlaHHBIE BHA aTakk TOXXE€ HEOOXOAMMO OTHOCHThL K METOJaM COIMaJIbHOM
VH)XCHEPHUH, IOTOMY 4YTO CO3JaTeNId BUPYyCa Kak IPAaBUJIO XOPOILIO 3HAKOT, Kak
3aMacKHpOBaTh BPEIOHOCHYIO NpPOrpaMMy, 4YTOObI Bbl HaBEpHSAKA KIMKHYIH IO
HY>KHOU CCBUIKE, CKayall U 3aIyCTHIN (aii.

YacTto COTpyAHHMKM HENPEAHAMEPEHHO IIOMOTAIOT 3JI0YMBIIUICHHUKY B
pa3BUTUU aTaKkW, MEpechbulas 3apa)KEHHOE MUCHMO KOJUIEraM C MPOChOOH OTKPBITH
BJIO)KEHUE WM IIEPEUTH M0 CChbulke. Hampumep, B Tene nmucbmMa MCHONB3YIOTCS
(GOpMYyITUPOBKM M3 TOBCEAHEBHOW CIIY>)KEOHOM  JESATENbHOCTH. «YBa)KaeMble
HAYaJbHUKM TOApAa3/eJeHHd, HampaBisieM TpaduK OTIYCKOB Ha TEKYIIHH TOJ.
[Ipocum noBectn 10 coTpynHHKOB M T.J. C yBaxeHHEM, OTAeN Kaapos». llpu
MOJIOKUTEIBHOM JIJISl 3JI0YMBIIIJIEHHUKOB PAa3BUTUU COOBITUN MHUCHMO MEPECHIIACTCS
10 OpraHu3anuu. B cBOIO ouepenp COTpyAHUK, MTOIYYUBIIMMN MMCBMO YK€ OT CBOETO
KOJUTIeTH aOCOJIIOTHO HE TI0JI03PEBAET O HATMYUU CChUIOK Ha BpeaoHnocHoe [10.

Kak TOnbKO 3IOYMBINIJICHHUK YOEAWJICS, YTO COTPYAHUK MPHUHSI €ro 3a
KOJUIETY MJIM KAaKOE-TO JOBEPEHHOE JMI0, PACIIPOCTPAHUI MUCBMO IO OpraHU3aluH,
B XOJI¢ JaJbHEHIIEH MEePEeNnUCKH OH MOKET IMONBITAThCS MOJYYHUTh HYXHYIO €My
uH(bOpMaIInIO, HE BBI3bIBAsI MOA03peHUH. Tak MOXKHO y3HATh BEPCHIO UCTIOIB3yEMOTO
[10, Hanuune aHTHUBUpPyCa Ha pabodyeM KOMIIBIOTEpE, JJCKTPOHHYIO MOYTY IPYTUX
COTPYJIHUKOB, HOMEpa MOOWJIBHBIX Tele(OHOB, CTPYKTYpy KommaHuu. Bce 370
IPEACTABIIET I[EHHOCTh M MOXET MCIOJb30BaThCsl MpPU IUIAHUPOBAHUHM U
IIPOBEJEHNH MTOCIEAYIOIUX COLTUOTEXHUYECKHUX aTaK.

3/I0yMBILJIEHHUKA YacTO ONUPAKOTCA HA CTpax, KaJaHOCTb, HAIEKIbI,
0XXMAAHUSA U APYTMe SMOLIMH, KOTOPBIE MOTYT 3aCTaBUTH II0JIB30BATENS NMOANATHCS
CUIOMUHYTHOM cnaboctu. Kornma BHE3anmHO Ha MOYTY MPUXOAUT MUCBMO «CIHCOK
COTPYIHUKOB Ha YBOJBHEHHE)» — TMOJb30BaTENb 3a0bIBaeT 00 3JIEMEHTapHBIX
IpaBUJIaX TEXHUKU KUOEpOE30MacHOCTH, OH JaKe HE 3aJyMbIBACTCA, MOYEMY EMY
BOOOIIIE MPHIILIO MOI00HOE MHCHMO.

Yacto ObIBaeT Tak, YTO UMEHHO T€Ma MUCbMa MOOYK1aeT COTPYTHUKA OTKPBITH
€ro, MEePEUTH 0 CChUIKE, CKavaTh M 3aIyCTUTh (aiii, He pa3dupasich — KTO aapecar
Y II0YEMY JIOMEH OTIIPABUTENS HAIUCAH KAK-TO CTPAHHO.

Ecnn HenocTaTouHO BHUMATENIBHO OTHECTUCH K MPOYTEHUIO TAKOTO MUCHbMA, TO
IIOABOX 3aMETHUTh HENPOCTO.

IIpenckazyeMo cTpax yBOJIBHEHHUs WIM COKPALIEHUs — JOCTATOYHO MOIIHBIN
¢dakTop, 4TOOBI 3a0BITh O MpaBuUiaX WHGOPMALMOHHONW OE30MACHOCTH: MHUCHMA C
TakOM TeMOW B OOJBIIMHCTBE CIy4yaeB MOOYXKAalu IMOJIb30BATEICH COBEPUIUTDH
MOTEHIIMAIIBHO OMACHOE AEHUCTBUE. BBICOKMI MPOLEHT ycnexa MOKa3bIBalOT MMUChMA,
II€  €CTb  CJI0OBA  «IPEMHS»,  «IOOUIPEHHE»,  «IOBBILIEHUE  3apIuiaTh»:



3II0yMBIIIEHHUK MOKET TaKKE NOMNbITATHCSA MPUBSI3aTh TEMY PACCHUIKUA K KAKOMY-TO
3HAMEHATEIIbHOMY COOBITHIO (€CJIM PACHOJaraeT, HalpuMep, CBEICHUSIMH O HEAABHO
IpoIIeIeM B KOMIIAHUHA KOPIIOPaTUBE), MPO(heCcCHOHATBHBIM U TOCYAapCTBEHHBIM
IIPa3IHUKAM.

JlopoxkHoe 10,10K0

OcHogHoll ynop na 008epyu8ocms, 11000NbIMCMEO

[IpencraBnsier co0Ooif amanTalMio TPOSHCKOTO KOHS U COCTOMT B
WCIIOJIb30BaHUU (bU3UIECKUX HOCUTENEN (CD, (bd1I-HaKOUTENEH ).
3II0yMBIIICHHUK OOBIYHO TOA0pAachiBAa€T TaKOW HOCHTENb B OOIIEIOCTYITHBIX
MEeCTaX Ha TEPPUTOPUM KOMIIAHWU (MapKOBKH, CTOJIOBBIE, pabouyue MecTa
COTPYJIHUKOB, TyaneTsl). [[yst Toro, 4ToObl y COTpYIHHUKA BOSHUK UHTEPEC K JAHHOMY
HOCHTEIIO, 3JIOYMBIUICHHUK MOKET HAHECTH HAa HOCUTENh JIOTOTHUI KOMIAHUU H
KaKylo-HuOyap moanuck. Hampumep, «mgaHHBIE O TOpoAakax», —«3apIruiara
COTPYJIHUKOBY», KOTYET B HAJIOTOBYIO» H JIPYTOE.

Ycayra 3a ycayry

OcHogHou ynop Ha 008epuuU8OCmy

Hcnone3yss 3TOT METOA, 3JO0YMBIIUIEHHUK MPEJCTABIACTCA COTPYAHUKOM
CIy>)KObl TEXHHYECKOM TMOANEPKKHM U CHpalIMBaeT O Haauuuu cOoeB B padoTe
IPOrpaMMHOT0 OOECIEYeHHUs, TMpeajgaraeT HWCIOPaBUTh BO3HUKIINE HEMOJaIKH
B CUCTEME MO0 NMPeayNPEAUTh O BEPOSTHOCTU UX HACTYIIJICHUS, XOTSI HA CAMOM JIeIe
npo6isieM B padote [10 He Bo3HuMKano. KepTBa BEepUT B HAJIMUYKNE HEUCIIPABHOCTEH U,
BBITIOJIHSS YKa3aHUS XaKepa, JIMYHO NepeaacT eMy HOCTYI K BaKHOW nH(OpMAaLINH.

PacmipocTpaHeHHbIl  clieHapuii, KOTJa TMOJb30BaTelb CaM TOBOPUT 00
OTCYTCTBHM BPEMEHH M COOOLIaeT HEOOXOAWMBbIE NapoNd sl TOro, YTOOBI
COTPYIHUK TEXHMYECKON TOJAECPKKHA CaMOCTOSITEIbHO TPOBEN HEO0OXOIUMBIE
MaHUMYJISIUH.

OoOpaTHas counajbHasi HHKEHePUs

OcHo6HOTL ynop Ha 008epUUBOCMb, HEGHUMAMELHOCb

Meronuka HampaBieHa Ha TO, 4TOObI JKepTBa cama oOpaTwiach K
COIIMAJIbHOMY MH)KEHEpPY U BblJajla €My HEoOXOJHUMble CBEACHUS. DTO MOXKET
JOCTUTaThCS HECKOJbKUMU My TSIMHU:

Bueapenmne ocodoro 11O

Ocho6HOU Ynop Ha HeBHUMAMENbHOCTb

Ha snexTpoHHYI0 MOYTY MOCTyMHaeT MUChbMO, HHOOPMHUPYIOIIEE O BO3ZMOKHBIX
cbosix B paboTe 4YacTO HCIOJIb3YEMOro MPOTrPaMMHOro obOecredeHus (Harmpumep,
naker OQUCHBIX mporpamMm). B 3ToM e mmuchbMe yKa3aHbl KOHTAaKTHBIE JAHHBIC



CTHeIUAaINCTa TEXHUYECKOW MOIEPKKH, UCIOJIb3yeMbIe 3JI0yMBINUICHHUKOM. [Ipu
BO3HMKHOBEHWU Cc00s B pabore Beimenepeunciennoro I[10, monb3oBaTenb
BCIIOMHHAET O paHee TMOCTYMUBIIEM TNPEIYNPEKISHUA W CBSA3BIBACTCS CO
3JIOYMBITIUICHHUKOM B JIUII€ TEXHUYECKOTO CIIEITUATICTA.

Takum oOpazomM, cuTyarus 3apaHee MOICTPOCHA, TOJI30BATENb CBA3BIBACTCS C
coraibHbIM xakepoMm. Hamaxkupas paboty I10, mpousBoasTcss HEOOXOaUMBIE IS
B3JIOMa MAaHUMYJSIAA. A KOT/Ja B3JIOM OOHApPYKMBACTCS, COIMAILHBIN WHXKEHED
ocTa€TCcsi BHE MOJO3pEHUS (MOCKOJBKY CO3JAETCsl BIIEUATIICHHS, YTO OH TOMOTa
BaMm).

SAKJIIOYEHUE
C  y4eToM  U3JI0XKEHHOrO0, CaMble  pacCHpOCTPAHEHHBIE  CLEHApHUH

BBIIIEYKa3aHHBIX aTaK pPeau3yloTcs MMyTeM email-pacchiiok.

[IprunHON TOMY OTHOCHTENbHAs NIECIIEBU3HA W MPOCTOTAa TaKUX METOJAOB, a
TaKke BbICOKast 3(HEKTUBHOCTD.

Ha Ttexkymuii MOMEHT 1€J€BOW BEKTOpP MOAOOHBIX aTaKk 3HAYUTEIHHO
CMECTHJICSI OT TONy4YeHusi JocTtyna K uHpopmammu K €€ YHHUYTOXKEHUIO
(0JI0KMPOBAHUIO) IMyTEM MPUMEHEHUS BUPYCOB-IIU(POBATIBIIIUKOB.

JInst psiAOBBIX IIOJIB30BATENIEW CAMBIM AKTyaJbHBIM M JIEMCTBEHHBIM COBET —
BCErJla OCTaBaThCsAd OJUTENbHBIMU, TPOBEPATh HHOOpPMaLMIO 00 OTHpaBUTEIE,
npexae YeM MEPEeUTH MO CChUIKE WM cKadaTh MpejaraeMbiil (aitn — yOenuTthbes,
YTO O9TO HE BPEJOHOCHBIM pecypc. IlomyueHHble ¢ailyibl mepen  OTKPhITHEM
HEOOXOJMMO TpOBepUTh C Tnomoulplo antuBupycHoro I1O. Croutr Taxxke
YAOCTOBEPUTHCS, YTO JOMEH OTIPABUTENS JISTUTUMHBIM M peanbHbld. B ciydae
BO3HMKHOBEHUSI COMHEHHI, PEKOMEHIYETCSI IPOBEPHUTH, JAECUCTBUTENIBHO JIM afpecat
OTHPABIIT JAHHOE MHCbMO M SIBISETCA JM OH HACTOSALIMM BJIAJENBLEM JOMEHA U
(MJIM) DJNEKTPOHHOTO SIIUKA, CBS3aBIIUCh C HHUM KaKHUM-TO aJbTEPHATUBHBIM
CIIOCOOOM, HapUMED, Yepe3 MECCEHIKEP WM 10 TeJIeoHY.

CBOEBpEMEHHOE BBISBIICHHME W TPECEYEHUE aTakh [O3BOJUT U30ekKaTh
CEPbE3HBIX MOCIEACTBUNA.

Yro KacaeTcss OpraHu3alMOHHBIX MEP, TO OCHOBOM SIBJSIETCS CHCTEMATHYECKOE
NOBBILICHHE OCBEJOMJIEHHOCTH COTPYJHUKOB B 00JacTM HMH(DOPMAIMOHHON
0€30MacHOCTH.

Uccnenosanue xommnanuii B o6actu b nokaseiBatot, uro 38% opranuzaruit
BOOOIIIE HE MPOBOJSAT TPEHUHTH JJISI COTPYAHUKOB 110 Bonpocam Wb, a 37% nenarot
3T0 (opManbHO, 0€3 Kakoil-nbo npoBepku 3PPeKTUBHOCTH. XOTA MNPOBOAUTH
MEePUOJINYECKOE O0yUEHHUE C KOHTPOJIEM MH(POPMUPOBAHHOCTU KaXKJIOTO COTPYIHUKA
KpaiiHe BaxkHO. [Ipm 3TOM mpolecc NOBBIMIEHHUS OCBEIOMIIEHHOCTH JOJDKEH B
NEepBYI0 ouepeAb ObITh HAaNpaBiIeH Ha MPAKTHUYECKYI0 CTOPOHY OOecredeHus



0€30macHOCTH, a KaXIbli COTPYAHHMK JOJDKEH TMOHWMATh CBOM OOSI3aHHOCTH U
OTBETCTBEHHOCTH 3a oOecneuenue U1b.

OTnuyHas mpakTUKa, KOIZla COTPYIHMKHM OIoBewmaroT nonpasaenenus Ub o
TOM, YTO UM TMPHUILJIO COMHHUTEIBHOE MUCHBMO, OCOOCHHO €CJIM 3aMETHO, YTO Haj
pacchUIKOM TIIATEIBHO Mopaboranu. B TakoM ciydae, Jaxke eclid 3apa’k€HUE WITU
yTeuKa MUMEJIH MECTO, €€ MOKHO YCIIETh ONEPATUBHO OTPEAarupoBaTh Ha aTaKky U
IPUHATH KOHTPMEPBHI.

OcHoBHBIE MEPbI MO 3alIMTE OT BbIIICICPCUYMCICHHBIX BH/I0B
CoIMMAJIbHBIX aTakK.

- Coxpansiite 0auTebHOCTB. Beerna oOpariaiite BHUMaHUE Ha OTIPABUTEIS
IMCEM M aJpec caiiTa, rie coOMpaeTech BBECTH KAKHUE-TO JMYHbBIE JIaHHBIE.
Ecam 5T0 modyra Ha JOMEHE KPYIIHOM OpraHu3aluu, yAOCTOBEPBTECH, 4YTO
JOMEH HMEHHO TAaKOM M B HEM HET OIleYaroK. Ecim ectb COMHEHus —
CBSDKMTECHh  C TEXMOMIEPKKOW WM IPEACTABUTEIEM OpPraHU3aluu 10
ouIMaTHFHBIM KaHATAM.

~  Hcnoab3yiiTe TOJBKO 10BepPEeHHbIC HOCUTEIN HHPOPMALMU.

- He nmnepexoauTe Ha MOAO3PUTENbHbIC CAWTBI U He CKavuBaiiTe
COMHUTEJIbHBIE (palliibl, OJUH U3 CAMBIX JIYYIIUX MOMOIIHUKOB COLMAIbHOU
WH)XCHEPUHU — JIFOOOTIBITCTBO.

- He wucnoan3yiiTe OAMH M TOT :Ke NAPOJb ISl JOCTyHa K JIMYHBIM M
KOPHOpaTUBHBIM (pabodmm) pecypcam.

- Hcnoas3zoBanue AHTUBHPYCHOI'O IPOrpaMMHOI0 o0ecrieyeHus.
Hepnonyiienne ero oTKIrO4eHHUS.

- CucremaTu4eckuii HMHCTPYKTa:xX. Bce COTpyAHHKH  JOJKHBI  OBITH
IPOMHCTPYKTUPOBAHBI O TOM, KaK BECTH ce0s MpH 0OHAPYKEHNUHU MOTMBITOK HIIN
OCYILIECTBJIEHUSI HE3aKOHHOTO IPOHUKHOBEHUS.
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